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Abstract

Autopsy reports are imperative for both medical and legal science. Medical examiners (MEs) and diagnostic radiologists (DRs)
cross-reference autopsy findings, while judicial personnel derive legal documents. In a prior study, we proposed a visual
analysis system named FORSETI (forensic autopsy system for e-court instruments) with x-LMML (extended legal medicine
markup language) for MEs and DRs to author and review e-autopsy reports. In this paper, we outline our extended work in
progress to introduce a provenance infrastructure for forensic data accountability to FORSETI, which can be characterized by
two technical essences. The first is a provenance management mechanism that combines the forensic autopsy workflow
management system (FAWfMS) and 1mmlgit (a version control system for x-LMML files), allowing a large amount of
provenance information about e-autopsy reports and their documented autopsy processes to be individually parsed. The
second is authority management, which ensures the confidentiality of e-autopsy reports by deploying strict syntax-guided

workflow controls and a custom-tailored tool.
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Introduction

In forensic science, the generation and utilization of
forensic autopsy reports are intrinsically a collaborative
data science activity. Usually, forensic autopsy reports
are generated by medical examiners (MEs) collaboratively
working with diagnostic radiologists (DRs); the reports
then serve as underlying legal documents for MEs and
DRs as well as for judicial personnel (JP). In these pro-
cesses, a large amount of forensic data needs to be col-
lected, visualized, analyzed, and annotated. Thus, much
work has been done to develop computational tools and
techniques for processing forensic data, including foren-
sic autopsy assistance systems [1, 2], virtual autopsy plat-
forms [3], and languages [4, 1]. However, the use of
computational environments for forensic data has raised
some critical issues—particularly, how autopsy insights
and results are obtained from forensic data, how the con-
fidentiality of forensic data is handled, and how to ensure
the trustworthiness of the autopsy results. We elaborate
on these concerns in the following.

Forensic autopsy reports are commonly generated and
used in physical autopsies (PAs) and virtual autopsies
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(VAs) to record autopsy results and to cross-reference
PAs and VAs. Generally, in the refinement of PA (or
VA) results, MEs (or DRs) with different experiences
perform back-and-forth analyses of forensic data, while
they expend substantial efforts recording provenance
information. This manual collection of provenance is
time-consuming, laborious, and error-prone. In cross-
referencing, MEs and DRs may make biased or inaccurate
autopsy decisions. This is because the clues of autopsy
insights, which serve as interpretative provenance infor-
mation inspired by MEs and DRs experiences, are not
well provided within the autopsy report. Thus, for MEs
and DRs to effectively share knowledge and insights, the
development of applications supporting the systematic
management and analysis of provenance is necessary. In
addition, JP finds existing autopsy reports cumbersome
because of the deficiencies of non-derivability.

Multiple stakeholders (MEs, DRs, and JP) are involved
in complicated pipelines for handling autopsy reports,
where ethics and policies are commonly respected to
protect postmortem privacy. These ideological and legal
constraints are not sufficient for maintaining forensic in-
formation security. Clearly, computational tools and sys-
tem mechanisms ensuring the confidentiality of autopsy
reports are needed. The verifiability and confidentiality
of data provenance in forensic autopsy workflows are
crucial for establishing data accountability, with which e-
autopsy can ensure that data contributors are committed
to the truthfulness of the data.

In our prior research [1], we introduced a visual anal-
ysis system called FORSETI (forensic autopsy system for
e-court instruments) with x-LMML (extended version of
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legal medicine mark-up language). The proposed pro-
totype assists MEs and DRs in authoring and browsing
e-autopsy reports using x-LMML, but the research was
not targeted at the lifecycle management of e-autopsy
reports in terms of data provenance.

In this paper, we outline our work in progress that ad-
dresses the aforementioned issues for establishing data
accountability by extending the prior research to design a
provenance-aware FORSETI, which can be characterized
by two technical essences. The first is a provenance man-
agement mechanism that combines the forensic autopsy
workflow management system (FAWfMS) and 1mmlgit
(a version control system for x-LMML files) to allow a
large amount of provenance information about e-autopsy
reports and their documented autopsy processes to be in-
dividually parsed. The second is authority management,
which ensures the confidentiality of e-autopsy reports
by deploying strict syntax-guided workflow controls and
a custom-tailored tool. The paper concludes with direc-
tions for future work in pursuit of a provenance-aware
FORSETI.

2. Related Work

This section reviews prior work on provenance systems
and authority management, both of which are vital com-
ponents for the core functionalities of the proposed ex-
tension to the current FORSETI system.

Provenance, also known as audit trail, lineage, and
pedigree, refers to the entire amount of information com-
posing all the elements and their relationships that con-
tribute to the existence of a set of data [5]. Recently,
systematic execution of tasks such as collecting, manag-
ing, and analyzing provenance information has received
significant attention in a wide range of application fields
(e.g., bioinformatics, astronomy, ecology, and geology).
In this context, two basic types of systems are usually con-
sidered. One is workflow-based system, generally known
as the scientific workflow management system (SW{MS),
which involves the linking of components as a task exe-
cution plan in the form of workflows whose computation
is abstracted by directed acyclic graphs (DAGs) [6]. For
defining task workflows, some SW{MSs, such as VisTrails
[7], Swift [8], Kepler [9], and Taverna [10] use their own
scripting languages, whose syntax is restricted to support
the creation of specific types of DAGs. Thus, the SWfMS
lacks the flexibility provided by general-purpose script-
ing languages. The other is a script-based system, which
refers to the user’s interaction with the data processing
components through a sequence of commands entered in
the shell interface to track provenance data. These kinds
of systems, such as PASS [11], ES3 [12], noWorkflow
[13], and Lancet [14], provide users with the flexibility to
search for, derive, store, and share provenance informa-

tion via designated commands. However, because these
kinds of systems ignore the structure of the script, the
user may find it difficult to link the provenance they have
collected to the steps in the script.

Unfortunately, the FORSETI prototype [1] does not
support provenance functionalities. We therefore extend
our original research to introduce provenance aware-
ness to the FORSETI by taking and using the best of the
workflow-based and script-based provenance approaches
to lifecycle management of x-LMML files and their asso-
ciated processes.

On the other hand, authority management refers to
access control among users for preventing illegal infor-
mation leaks. Authority management is essential to main-
tain the confidentiality and objectivity of collaborative
data science activities. Our authority management design
is mainly inspired by electronic health record systems
(EHRS) [15], where authorized information providers
can create and manage patients’ health information in a
digital format (EHR) such that they can be shared with
other authorized providers in more than one healthcare
organization. Note that the syntax of the derivation re-
lationship is the major difference between our system
and EHRS. In contrast to EHRS used in medical organi-
zations, our system needs to satisfy the usage of both
medical and legal organizations. In addition, numerous
compliance regulations require audit logs for electronic
records. The Health Care Portability and Accountabil-
ity Act (HIPAA) mandates proper logging of access and
change histories for EHR [16]. However, this is still a
“black box” for e-autopsy reports. Thus, establishing ac-
countability mechanism for forensic data is necessary to
ensure the trustworthiness of autopsy reports.

To the best of our knowledge, there are few published
works exploring the potential of data provenance with
authority management for accountability of forensic data.
In addition, the data accountability mechanism can pro-
vide some insights for addressing many big data chal-
lenges related to data quality and privacy.

3. Problem Statement

In this section, we identify three forensic autopsy goals
and associated computational tasks in the processing flow
of e-autopsy reports.

In our prior research [1], a general workflow for MEs
and DRs to perform collaborative autopsy was identi-
fied, in which the use of the e-autopsy report is imper-
ative. As delineated in Figure 1, for performing PA or
VA (A1 or A2, respectively), autopsy reports generated
from MEs’ or DRs’ work are integrated into a decision
report that contains phased conclusions for the step-by-
step refinement of autopsy results. For repetitive and
detailed cross-referencing (a structure of A1 with B1 and
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Figure 1: Operators and tasks in forensic activities.

A2 with B2), DRs’ (MEs’) autopsy reports are viewed as
references for MEs (DRs) work. In these processes, back-
and-forth reviewing, verifying, and sharing of forensic
data are accompanied by the routine work of MEs and
DRs. After processing in a forensic hospital, the final au-
topsy report is transmitted to JP (C), who extracts parts
and modifies the form of the information for use in legal
document generation and trials. The correctness of the
practical workflow relies on the individual correctness of
all stakeholders (MEs, DRs, and JP). However, involved
stakeholders may act fallaciously in their own interest or
make inaccurate decisions according to their oversights.

We first identify three forensic goals (G) in terms of au-
thoring and reviewing that describe the target problems.
Then, we explicitly state three computational tasks (T)
of provenance management that our functional design
should address.

G1l—Accountability and interoperability. The au-
topsy report is co-authored by multiple doctors (MEs
and DRs), so each piece of diagnostic information should
have a descriptive and trusted interpretation to allow for
shared use.

G2—Reproductivity and traceability. The forensic
report must be able to be distributed, reused, and retraced
by MEs, DRs, and JP.

G3—Privacy security. There must be a concern for
postmortem privacy in authoring autopsy reports using
a computational environment.

For addressing these forensic goals, the following three
computational tasks can be identified.
T1—Provenance information. The task enables users
to reason about, verify and refer to the results; share and
reuse the knowledge; and assess data quality and validity.
T2—Lifecycle management. It is essential to facilitate
efficient reuse of e-autopsy reports among stakeholders
(MEs, DRs, and JP) by intelligently deriving the version,
content, format, authoring manner, and viewing manner
of autopsy reports based on the stakeholders’ duties.
T3—Authority management. The access control sys-
tem containing tailored workflows and computational
tools should be designed for MEs, DRs, and JP to author
and reuse the e-autopsy reports.

Note that each of the computational tasks is specified
by multiple forensic goals. These forensic goals and com-
putational tasks can provide guidance for the design of a
provenance management in FORSETI.

4. Provenance-aware FORSETI

In this section, we give an overview of the provenance
management in FORSETI, with a focus on its two core
characteristics: the combination of FAWfMS and Immlgit
and authority management.

The provenance-aware FORSETI system supports the
processing flows of the e-autopsy report in PA, VA, and
e-court, enabling the computational tasks outlined in
section 3. Figure 2 (a) illustrates the overall picture of
the provenance-aware FORSETI, where the input (A),
manipulations (B, C, D), output (E), and data model of
x-LMML (F1) are existing parts in the current version
of FORSETI, while provenance (F2) is the primary com-
ponent of this work. Fortunately, the original syntax of
x-LMML in FORSETI has been well designed, facilitat-
ing the incorporation of data provenance functionalities.
As shown in F2, a three-dimensional coordinates system
is introduced to provide the underlying framework for
the lifecycle management of e-autopsy reports in terms
of “Time evaluation,” “Repository,” and “Computational
forensic ontology.” On the “Time evaluation” axis, each
node represents a version of x-LMML files for a different
stakeholder, such as DRs, MEs, judges, jury, or the prose-
cution. These x-LMML files are gradually being refined
with stakeholders’ processing, achieving the global tran-
sition from e-autopsy reports to e-court documents. On
the “Repository” axis, each node indicates an x-LMML
file storing a forensic autopsy case. Note that the third
axis, “Computational forensics ontology” serves as the
theoretical basis for support, organization, maintenance,
specification, and extension of x-LMML files.

As shown in Figure 2 (b), provenance functionalities
in FORSETI consists of three parts: collection (T1, T2,
T3), management (T2, T3), and analysis (T2, T3). In col-
lection, the navigation interface and the FOSETI system
capture mechanisms collect provenance data in x-LMML
files at different granularities, such as activity duration,
descriptive insights, and expertise explanation. To man-
age the collected provenance data, a version control sys-
tem is tailored for the lifecycle management of e-autopsy
reports. In analysis, by comparing the related x-LMML
files, users can quickly view the differences among the
autopsy results, and then utilize the process provenance
of these results to make a consensus. In the intersection
of the three circles in Figure 2 (b), the core components
of three parts are positioned: x-LMML, FAWfMS and
1mmlgit, and authority management. As shown in the
bottom of Figure 2 (b), FAW{MS is defined under a hier-
archical structure of workflow management.

4.1. Combination of FAWfMS and Immlgit

In our design, FAWfMS and 1mm1git (T1, T2, T3)inherit
the advantages of workflow- and script-based provenance
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